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Learn to set up, defend, and attack computer networks. This book focuses on networks and real attacks,
offers extensive coverage of offensive and defensive techniques, and is supported by a rich collection of
exercises and resources.

You'll learn how to configure your network from the ground up, starting by setting up your virtual test
environment with basics like DNS and active directory, through common network services, and ending with
complex web applications involving web servers and backend databases.

Key defensive techniques are integrated throughout the exposition. You will develop situational awareness
of your network and will build a complete defensive infrastructure—including log servers, network firewalls,
web application firewalls, and intrusion detection systems.

Of course, you cannot truly understand how to defend a network if you do not know how to attack it, so you
will attack your test systems in a variety of ways beginning with elementary attacks against browsers through
privilege escalation to a domain administrator, or attacks against simple network servers through the
compromise of a defended e-commerce site.

The author, who has coached his university’s cyber defense team three times to the finals of the National
Collegiate Cyber Defense Competition, provides a practical, hands-on approach to cyber security.

What you’ll learn

How to securely set up a complete network, from its infrastructure through web applications●

How to integrate defensive technologies such as firewalls and intrusion detection systems into your●

network
How to attack your network with tools like Kali Linux, Metasploit, and Burp Suite●

How to gain situational awareness on your network to detect and prevent such attacks●

Who this book is for

This book is for beginning and intermediate professionals in cyber security who want to learn more about
building, defending, and attacking computer networks. It is also suitable for use as a textbook and
supplementary text for hands-on courses in cyber operations at the undergraduate and graduate level.
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From reader reviews:

Ian Coghlan:

The book Cyber Operations: Building, Defending, and Attacking Modern Computer Networks can give more
knowledge and information about everything you want. Exactly why must we leave the best thing like a
book Cyber Operations: Building, Defending, and Attacking Modern Computer Networks? Several of you
have a different opinion about book. But one aim that will book can give many facts for us. It is absolutely
correct. Right now, try to closer using your book. Knowledge or facts that you take for that, you may give for
each other; you can share all of these. Book Cyber Operations: Building, Defending, and Attacking Modern
Computer Networks has simple shape but the truth is know: it has great and big function for you. You can
appear the enormous world by open up and read a reserve. So it is very wonderful.

John Warner:

The particular book Cyber Operations: Building, Defending, and Attacking Modern Computer Networks will
bring someone to the new experience of reading a new book. The author style to explain the idea is very
unique. When you try to find new book you just read, this book very ideal to you. The book Cyber
Operations: Building, Defending, and Attacking Modern Computer Networks is much recommended to you
to read. You can also get the e-book from official web site, so you can more easily to read the book.

Ann Morgan:

Reading can called brain hangout, why? Because when you are reading a book particularly book entitled
Cyber Operations: Building, Defending, and Attacking Modern Computer Networks your mind will drift
away trough every dimension, wandering in every single aspect that maybe not known for but surely will end
up your mind friends. Imaging each and every word written in a publication then become one application
form conclusion and explanation that maybe you never get prior to. The Cyber Operations: Building,
Defending, and Attacking Modern Computer Networks giving you a different experience more than blown
away your brain but also giving you useful information for your better life within this era. So now let us
present to you the relaxing pattern this is your body and mind will probably be pleased when you are finished
looking at it, like winning a sport. Do you want to try this extraordinary spending spare time activity?

James Yancey:

Many people spending their moment by playing outside using friends, fun activity together with family or
just watching TV all day every day. You can have new activity to shell out your whole day by reading
through a book. Ugh, you think reading a book can actually hard because you have to accept the book
everywhere? It fine you can have the e-book, bringing everywhere you want in your Mobile phone. Like
Cyber Operations: Building, Defending, and Attacking Modern Computer Networks which is keeping the e-
book version. So , why not try out this book? Let's notice.
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